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Netherlands
Quinten Kroes heads Brinkhof’s data protection practice and has been active as 
a lawyer in the telecommunications, media and technology sectors since 1995, 
advising and litigating about matters of telecommunications, media and data 
protection law. He advises a broad range of companies on data protection. He has 
supported various companies who have been the subject of investigations by the 
Dutch Data Protection Authority. 

Quinten’s reputation is recognised as top tier in legal directories, as is the 
quality of Brinkhof’s data protection practice.

Leonie van Sloten is an associate in the firm’s data protection practice. She advises 
on data protection and cybersecurity related issues and litigates in court and repre-
sents clients in enforcement investigations by regulators. She is a member of the 
Dutch Association of Privacy Law.
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1 What were the key regulatory developments in your jurisdiction over the 
past year concerning cybersecurity standards?

In terms of new legislation, several amendments and legislative proposals in the 
field of cybersecurity are noteworthy. In mid-2020, the Act on Undesirable Control 
over Telecommunication came into effect to prevent unwanted takeovers in the 
telecommunications sector. The act amends the Dutch Telecommunication Act and 
introduces a notification requirement for a party that intends to acquire predominant 
control in a Dutch telecommunications provider if such predominant control leads to 
relevant influence in the communications sector. In March 2021, the Dutch govern-
ment published a decree to designate which organisations qualify as ‘operators of 
essential services’ under the NIS Directive. This same decree also specifies what 
measures these operators should take to manage the risks to their network and 
information systems. The government used the opportunity to also amend the list of 
operators of vital services, a category that does not exist under the NIS Directive, but 
which are also subject to specific requirements under the Dutch act that implements 
the NIS Directive.

The most recent development to note is the proposal for the Act on Electronic 
Data Interchange in Healthcare. This proposal provides that healthcare providers 
may be required to exchange certain data electronically if there is a legal basis 
for doing so (such as patient consent). Requirements can also be set for the tech-
nology used to exchange data, so that data exchange is not hampered by healthcare 
providers using different information systems. The Dutch Data Protection Authority 
(DPA) has been consulted and has expressed its concern that the proposal might 
force healthcare providers to breach their professional secrecy. 

Aside from these new laws, the main regulatory development has been that 
the enforcement of the General Data Protection Regulation (GDPR) is really taking 
off. So far, the Dutch data protection authority’s preferred method of enforcement 
seems to be the imposition of administrative fines, although it has also imposed 
some administrative orders that are subject to a penalty payment. Cases where it 
has decided to impose a ban on the processing of personal data, a formal warning 
or reprimand, are the exception. So far, the Dutch DPA has published 12 fines for 
violating the GDPR, for both companies and government institutions, with the highest 
fine totalling €830,000. Three of these fines were imposed for a failure to timely notify 
a data breach and three fines for failing to implement sufficient security measures.

Remarkably, the Dutch DPA also imposed a fine of €525,000 on LocateFamily.com 
for not having appointed a representative in the EU, a requirement that does not 
appear high on the priority list of other EU authorities. It remains unclear where 
the provider of this service is actually located. The substantive issue at stake is that 
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the company has been publishing addresses and phone numbers of EU citizens 
without their knowledge or consent.

Although the first fines to be published have been quite high compared to fines 
imposed on average in other member states, the Dutch DPA has more recently 
also imposed fines on relatively small organisations, which are significantly lower. 
For example, an orthodontic practice was fined €12,000 for insufficiently securing 
the personal data that patients were uploading to its website. Similarly lower 
fines were imposed on a small foundation aligned to a Dutch political party and 
an outdoor advertising company which had failed to adequately protect certain 
HR records. 

Two of the fines that the Dutch DPA has imposed have now been challenged in 
court. In the first case, which has attracted quite some media attention, the district 
court in Utrecht ruled that the Dutch DPA wrongly applied ‘legitimate interest’ 
as a basis for processing personal data and confirmed that purely commercial 
interests may qualify as such. The district court in The Hague found that a fine on 
a local hospital was justified, but that the amount of €460,000 was unreasonably 
high. The court lowered it by €110,000, mainly because the hospital had taken a 
number of measures to prevent further violations.
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“The Dutch DPA has also 
given further guidance on its 

website specifically on whether 
ransomware can qualify as a 

breach that needs to be notified.”
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2 When do data breaches require notice to regulators or consumers, and 
what are the key factors that organisations must assess when deciding 
whether to notify regulators or consumers?

Pursuant to article 33 of the GDPR, a controller must notify a personal data breach 
to the Dutch DPA, unless the breach is unlikely to result in a risk to the rights and 
freedoms of natural persons. If the personal data breach is likely to result in a high 
risk to the rights and freedoms of natural persons, the controller must also, without 
undue delay, inform the data subjects, communicating in clear and plain language 
the nature of the personal data breach (article 34 GDPR). This communication is 
not required when the controller has taken measures to ensure that the risk of a 
breach is not likely to materialise. Breach notification requirements similar to those 
contained in the GDPR have existed in Dutch law since 2016.

Under the previous regime, the Dutch DPA had issued guidelines in English, 
which continues to be useful for controllers who are confronted with a possible 
breach. The guidelines are, in some respects, more detailed than the guidance 
issued in 2017 by the Article 29 Working Party (WP 250), which was rather high-level 
and did not include very much practical guidance on how typical incidents should 
be assessed. This has now been remedied by the European Data Protection Board’s 
(EDPB) new set of guidelines, adopted in January 2021, which offers concrete exam-
ples of the types of incidents that should be notified according to the data protection 
authorities.

All these documents make it clear that a number of criteria will be relevant to 
assess whether a notification needs to be made. These include the sensitivity of the 
data, the number of data subjects affected, the volume of data lost and the possible 
consequences for data subjects. Moreover, it is also considered relevant to take into 
account who received the information and to which categories of data subjects the 
data relates (eg, data relating to children or other vulnerable groups).

The Dutch DPA has also given further guidance on its website specifically on 
whether ransomware can qualify as a breach that needs to be notified. In short, 
it takes the position that this is indeed the case, as the illegal encryption of data 
implies illegal access to data and a circumvention of security measures that 
should have prevented this. The guidance issued in 2021 by the EDPB confirms this 
approach. The Dutch DPA also considers that it will often be hard to establish the 
precise effects of ransomware and to exclude the risk that it may have transferred 
or manipulated personal data in addition to encrypting the data. In case of doubt, the 
Dutch DPA recommends to submit a preliminary notification of a possible breach. 
The notification can always be amended or even withdrawn at a later time, when the 
controller has more knowledge of the breach and its consequences. Controllers can 
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notify through a web-based notification tool on the Dutch DPA’s website, which has 
been updated in 2021. Currently, this tool is only available in Dutch.

3 What are the biggest issues that companies must address from a privacy 
perspective when they suffer a data security incident?

Companies must continuously assess both the technical and the organisational meas-
ures they are taking to protect and secure their personal data. If a security incident 
occurs the company should give priority to fixing the particular security issue and do 
its utmost to mitigate the negative consequences of the breach.

Measures to be taken will vary depending on the type of incident, from trying to 
locate a lost data carrier, to contacting the recipients of an email that was wrongly 
sent or addressed, remote wiping of a portable device or working with a processor 
to establish the extent of a security incident in their domain. If a hacker has gotten 
hold of personal data, the company will have to assess whether or not the data had 
been sufficiently encrypted, as this is relevant to the question of whether a notification 
should be made. If passwords have been leaked the company should force users to 
change these passwords.

A data breach could be an indication that existing organisational and technical 
measures are not adequate. Maintaining appropriate and adequate levels of security 
requires continuous efforts and constant scrutiny through risk assessments, planning, 
executing, checking and doing the same all over again (the ‘plan-do-act-check’ cycle). 
The guidance adopted by the European Data Protection Board in 2020 on priva-
cy-by-design and privacy-by-default confirms this. This is a logical consequence of 
the notion that the adequacy of measures must be viewed in light of current technical 
standards. It does not necessarily mean that technical measures need at least annual 
renewal to match the most advanced security system available. The strength of the 
measures should also be viewed in proportion to the nature of the data it protects. A 
pizza shop with a spreadsheet of local customer addresses for mailing promotional 
flyers will not need military-level encryption. But the processing of sensitive data will 
require measures like two-factor authentication, encryption, hashing or, if possible, 
anonymisation or pseudonymisation. According to the Dutch DPA, two-factor authen-
tication is a minimum requirement for securing access to health data. However, the 
Dutch DPA not only considers the special categories of personal data that are defined 
in the GDPR as sensitive and has recognised other categories of data, such as location 
data and data concerning someone’s media consumption, as also sensitive in nature.

Organisational measures to be applied include confidentiality agreements with 
employees, disabling access to personal data for employees who have no need to use 
the data, and adequate contracts with data processors. In one of the more high-profile Ph
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security incidents reported this year, a data leak was identified in the covid-19 warning 
app ‘CoronaMelder’ of the Ministry of Health, Welfare and Sport, which caused the 
government to temporarily disable the warning app. It should be kept in mind that the 
data controller remains responsible for the data processing of its processors. Access 
to data should be logged and these logs reviewed regularly. Adequate measures 
should also include clear documentation and instructions on what actions to take if an 
incident occurs. Timing is important. As the Dutch DPA’s fine of Booking.com earlier 
this year shows, professional parties are expected to meet the timelines set out in 
the GDPR. If the cause and consequences of an incident are not yet clear, companies 
are advised to file a preliminary notification with the Dutch DPA and to err on the side 
of caution.

4 What best practices are organisations within your jurisdiction following to 
improve cybersecurity preparedness?

As with any other modern networked society, the Netherlands is very much 
dependent on digital infrastructure. Statistics by the National Cyber Security Centre Ph
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(NCSC) show that the vast majority of cyberattacks concern phishing, ransomware 
and denial-of-service (DDoS) attacks, all of which require vastly different remedies. 
As a direct consequence of this diversity, the NCSC advises a varied approach.

However, as a general observation, it can be noted that research shows that it 
is essential to increase individuals’ security awareness, which will not only benefit 
their security practices at home but also the security of the companies they work for. 
Updated software and regular backups (patch management) and the need for strong 
passwords are also essential to resilience against cyberattacks. Using profession-
ally secured cloud services is among the general advice given to companies to 
increase their security. Large companies are, of course, better equipped to meet 
the cybersecurity challenges and may also rely on external experts to become more 
resilient against cyberattacks.

Yet even this is no absolute guarantee for safety. At the start of the covid-19 
pandemic, regulators provided guidance on how to work from home securely, as 
many organisations needed to make working remotely possible for their employees 
on very short notice. This increased IT security risks and caused a surge of phishing 
attacks. The NCSC advised organisations to scale up network capacity to serve 
the larger number of homeworkers, to force the use of a secure connection to the 
corporate network through, for example, a virtual private network, and to make 
maximum use of multi-factor authentication for access to the corporate network and 
enforce strong passwords. The Dutch DPA has provided useful guidance to workers 
on how to work securely from home. It advised to only work from a secure work 
environment, to protect sensitive documents, to use chat services cautiously and to 
be on the alert for phishing mails.

5 Are there special data security and privacy concerns that businesses 
should consider when thinking about moving data to a cloud hosting 
environment?

The controller is, and will, remain responsible and liable for any personal data he 
or she collects or processes. An important aspect of cloud services is the location 
where personal data is actually stored and processed. Under the GDPR, personal 
data may only be processed outside the European Union (or, more precisely, the 
European Economic Area (EEA)) if the third-country where the data is processed 
provides an adequate level of protection. Compliance can be achieved in various 
ways, all having to do with ensuring that adequate safeguards are in place within 
either the company or the country to which the data is transferred.

However, the EU Court of Justice’s ruling invalidating the European 
Commission’s EU–US Privacy Shield approval in the Schrems II case has, once 
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“At the start of the covid-19 
pandemic, regulators provided 

guidance on how to work 
from home securely.”
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again, shown that safeguards in the context of international data transfers can be 
fragile. Schrems II has more far-reaching consequences beyond Privacy Shield, as it 
requires data exporters to conduct a transfer impact assessment – at least for data 
transfers based on standard contractual clauses – and to assess whether ‘addi-
tional measures’ are necessary to guarantee an adequate level of protection. This 
judgment has put the legitimacy of international data transfers to the United States 
(but also to other destinations outside the EEA) at risk, and the recommendations of 
the EDPB that followed do not offer easy solutions for all transfer scenarios either. 

These developments raise the question of whether data localisation is in fact 
the only robust and long-term solution likely to withstand future legal challenges. 
However, the adoption by the European Commission of its new standard contractual 
clauses for data transfers is likely to offer companies an attractive compliance 
model at least for the immediate future and arguably goes some way to address 
the concerns raised by Schrems II. Yet they are unlikely to eliminate the need for 
individual transfer impact assessments, especially for transfers involving sensitive 
data. It looks like such additional diligence will not be necessary for transfers to 
the United Kingdom, as these will remain lawful without the need to implement Ph
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any transfer mechanism, due to the adequacy decision the Commission is expected 
to adopt before 1 July 2021, the date on which the ‘bridging mechanism’ is due to 
expire. With respect to cloud services in general, the Dutch DPA has published a 
number of guidelines, which are in line with the WP 250 guidance on the issue. For 
example, the Dutch DPA has taken the view that, even for medical data, there is no 
need to ask consumers for specific permission for the use of cloud hosted services.  

While this indicates a general openness to cloud solutions, using cloud storage 
will need to be part of the overall risk assessment the controller makes before 
moving to the cloud and one that may need to involve a data protection impact 
assessment (DPIA) under the GDPR. The Dutch government has, itself, commissioned 
various DPIAs into governmental use of commercial cloud services. Interestingly, 
these DPIAs focus heavily on the processing of diagnostic data by service providers 
(ie, data about the use of their cloud services, rather than the data provided by 
customers). The final reports, which are all available online in English, have guided 
the government’s negotiations with a number of large international cloud providers 
and have, for example, prompted Microsoft to amend its privacy policy worldwide.

Risk assessment does not stop once the choice has been made for a particular 
cloud solution. If the cloud host faces security issues, the controller will need to 
rethink using this particular company. A first indication of the quality of the host 
may be found in the availability of certificates (ISO, ISAE, NEN) concerning security. 
According to article 28 GPDR, adherence to an approved code of conduct may also 
be used to demonstrate sufficient guarantees. In 2020, the Dutch DPA approved the 
code of conduct submitted by NL Digital, an association of IT companies, including 
cloud providers. More recently, similar codes of conduct have been approved at the 
EU level, most notably the CISPE Code of Conduct, which is the first pan-European 
sector-specific code for cloud infrastructure service providers. In order to assist 
controllers and processors to determine what ‘appropriate technical and organi-
sational measures’ (article 34 GDPR) are, the European Union Agency for Network 
and Information Security (ENISA) has published guidelines that should help to 
answer this question by giving examples of measures. ENISA has emphasised that 
the guidelines do not have a ‘legal status’, but mainly serve as guidance for market 
parties. Recently, the NCSC shared its own experiences moving to the cloud, which 
is intended to help other organisations. In addition, the NCSC published a fact sheet 
containing five general tips in order to procure secure cloud hosting services. 

It is advisable to address any specific concerns a controller may have in the 
processor agreement. The controller should ensure access to the data at all times, 
even in a situation of conflict with the processor. The processor agreement should 
also address the issue of data location explicitly, as this is a specific requirement 
under the GDPR and one that may be particularly challenging to address in a Ph

ot
o 

by
 O

le
na

 Z
 o

n 
Sh

ut
te

rs
to

ck

© Law Business Research 2021



60

Netherlands

Privacy & Cybersecurity 2021

cloud-based setting. Other topics that warrant careful deliberation are the provid-
er’s duty to support the notification duty of the data controller if a breach should 
occur in the cloud provider’s domain, the provider’s transparency on issues like law 
enforcement cooperation and also the provider’s role in processing metadata about 
the use of its services. 

6 How is the government in your jurisdiction addressing serious 
cybersecurity threats and criminal activity?

The NCSC was established in 2012. This public-private body advises companies and 
the government on the usage of software and measures to increase cybersecurity. 
Its aim is to make the Netherlands more resilient against cybercrime. 

In its Cybersecurity Assessment Netherlands 2020, the NCSC concluded that 
the digital resilience of individuals and organisations is not keeping up with the 
increasing threat. Cyberattacks are attractive to cybercriminals given their high 
impact on society on the one hand and the relatively limited resources they require 
on the other. Also, the NCSC found that the threat of state actors remains prominent. 

“Cyberattacks are attractive to 
cybercriminals given their high 

impact on society on the one hand 
and the relatively limited resources 

they require on the other.”
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Over a hundred countries worldwide use digital means for espionage and perform 
digital attacks to influence democratic processes. The NCSC identified a willingness 
among digital criminals to accept collateral damage in third countries that are not 
the prime target of a cyberattack (eg, the ‘Petya ransomware’ attack, which was 
primarily aimed at Ukrainian companies in 2017 resulted in major damage to Dutch 
companies and the Dutch economy). Moreover, it highlighted the worrying trend that 
cybercriminals no longer need to have dedicated computers at their disposal, as 
they can easily hire external computing capacity to launch a massive DDoS attack, 
or, as the NCSC calls it, ‘cybercrime as a service’. Recent experience also shows that 
more than a few cybersecurity incidents could have been prevented – or at least the 
damage could have been contained more effectively – if organisations had invested 
in maintaining basic levels of cybersecurity by regularly installing security updates 
and software patches.

In order to resist such cybersecurity threats, the Digital Trust Centre (DTC) was 
founded in December 2020 to help increase the resilience of businesses against 
digital threats. Also, the NCSC was made part of the National Coverage System, a 
system in which both public and private parties, the NCSC and the DTC exchange 
information and knowledge about cybersecurity. This cooperation supports a more 
intensive information exchange between the NCSC and affiliated parties.  

In addition to the NCSC, there is the National Coordinator for Security and 
Counterterrorism. This agency was established in 2012. It is an agency of the Dutch 
government whose aim it is to protect Dutch society against disruptive security 
threats. The National Coordinator for Security and Counterterrorism monitors and 
coordinates initiatives by the public, private and public-private sectors to strengthen 
cybersecurity in the Netherlands. Cooperation between the General Intelligence and 
Security Service, the Dutch Military Intelligence and Security Service, the NCSC, the 
police and the public prosecutor has also been further strengthened since 2020. 

Finally, the government has launched the Cybersecurity Alliance. This is a plat-
form for public-private partnerships to enhance cybersecurity in the Netherlands. 
Participants include telecom operator KPN, Rabobank, Schiphol Airport and the 
Dutch postal service provider PostNL. 

7 When companies contemplate M&A deals, how should they factor risks 
arising from privacy and data security issues into their decisions?

Companies are well advised to conduct thorough due diligence on a target’s IT 
environment and previous experience with security incidents, which should be 
logged internally as a requirement of law under the GDPR. The occurrence of a 
security incident need, in itself, not be worrisome. The response of the company to 
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the incident can be much more telling about the company’s readiness and level of 
compliance.

When it comes to privacy and personal data, we note an increased emphasis on 
compliance in the context of due diligence for M&A deals. This increased emphasis 
is evident in two different ways. First, target companies are investigated with more 
scrutiny for their GDPR compliance. Second, we see that M&A lawyers are also more 
aware when it comes to requesting or disclosing personal data from, for example, 
employees of a target company, using, for example, GDPR-compliant data rooms. 
This, no doubt, has everything to do with the new risk presented by the enormous 
fines that can be imposed under the GDPR for non-compliance.

There is also an increased awareness among competition authorities about the 
importance of vast collections of data and their potential monetary value, even if this 
is not necessarily reflected by equally large market shares. The Dutch competition 
and consumer rights authority has also highlighted the collection of data by online 
platforms as a potential source of market power and the Ministry of Economic 
Affairs and Climate Policy has suggested that upcoming mergers and acquisitions 
should be reviewed based on deal-value instead of the historic turnover of the 
companies involved.

Quinten Kroes
quinten.kroes@brinkhof.com

Leonie van Sloten 
leonie.vansloten@brinkhof.com

Brinkhof
Amsterdam

www.brinkhof.com
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The Inside Track
When choosing a lawyer to help with cybersecurity, what are the key 
attributes clients should look for?

A thorough understanding of cyberthreats and the capability to work with relatively 
new and untested legal regimes, for which there is not yet any case law, nor any text-
book answers. This requires an open mind, curiosity and creativity, and sometimes a 
healthy dose of paranoia about the threats and scepticism about potential remedies. 

What issues in your jurisdiction make advising on cybersecurity and privacy 
complex or interesting?

The Netherlands is a relatively tech-savvy country, with our clients approaching 
us with innovative and challenging legal questions. Our data protection authority 
has also always taken a keen interest in new technical developments and has not 
shied away from taking aggressive stances on issues like cookie consent. It has also 
played an active role in the international task forces.

How is the privacy landscape changing in your jurisdiction?

While the rules themselves may not have changed all that much, the impact of the 
GDPR on the Dutch society is significant. The heightened public awareness it has 
caused will likely be a key driver for further change, which could even result in an 
upswing of class action litigation, which is supported by the Dutch civil law system, 
and already makes the Netherlands a venue of choice for several GDPR-related 
damage cases. 

What types of cybersecurity incidents should companies be particularly aware 
of in your jurisdiction?

The NCSC continues to warn companies about the exploitation of VPN vulnerabilities 
by state actors and criminals. The Dutch DPA also underlines the importance of 
using multiple factor authentication to prevent security incidents affecting personal 
data and warns for malicious techniques like social engineering, password spraying 
and credential stuffing. At the start of 2021, when another strict lockdown was 
enforced, the Dutch DPA once again rang the alarm bell because of an explosive rise 
in hacks and data theft.
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