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Does your company own trade secrets? 
It is very likely that your company owns information that is considered 
confidential business information. This can be any information you do not 
want your competitors to have, such as customer lists, marketing strategies, 
recipes, and manufacturing details. However, not all information you consider 
confidential is also legally protected as a trade secret. 

 
In order for information to qualify as a trade secret in Europe it must be 
secret, it must have commercial value because it is secret, and reasonable 
steps must have been taken to keep the information secret. These are the 
minimum requirements for getting protection before the national courts. 
This information leaflet provides an introduction into management and 
protection of trade secrets in Europe. 
 

How can your company protect its trade secrets? 
The most important factor to take into account in Europe is that 
information can only be protected as a trade secret if reasonable steps are 
taken in order to keep the information secret. 
 
Whether certain steps are reasonable depends on the circumstances. For 
example, a large multinational company will have to take more measures 
than a small- or medium-sized enterprise. Also, the more value the 
information has, the more serious the measures that must be taken. 
Industry standards can also affect this assessment. 
 
The following measures may be considered when determining how to 
protect your trade secrets: 

 Confidentiality agreements (such as NDA’s) with employees and third 
parties. It is also important to require business- and research partners 
to take reasonable measures to protect your information. 

 Entrance- and exit-meetings with employees in which the importance of 
trade secrets is discussed as well as expectations regarding 
confidentiality, and which information is considered trade secret by 
your company. 

 Physical security, such as limited access to areas in which trade secrets 
are used, physically covering secret equipment, (re)labelling 
documents/ingredients, using alarm systems, and the mandatory return 
of company hardware upon leaving the company. 

 Digital security, such as limited access to databases that contain trade 
secrets, protection against hacking, encryption of documents, logging 
computer activities, and limited use of external hard drives and private 
e-mail accounts. 

 

 

 

 

TRADE SECRETS: WHAT YOU NEED TO KNOW 

Trade Secret Holder 
Any natural or legal person lawfully 
controlling a trade secret. 
 

Infringer 
Any natural or legal person who has 
unlawfully acquired, used or dis-
closed a trade secret. 

Infringing Goods 
Goods, the design, characteristics, 
functioning, production process or 
marketing of which significantly 
benefits from trade secrets unlaw-
fully acquired, used or disclosed. 

Trade Secret 
Information which meets all of the 
following requirements: 
(a) it is secret in the sense that it is 

not, as a body or in the precise 
configuration and assembly of 
its components, generally 
known among or readily acces-
sible to persons within the cir-
cles that normally deal with the 
kind of information in question; 

(b) it has commercial value be-
cause it is secret; 

(c) it has been subject to reasona-
ble steps under the circum-
stances, by the person lawfully 
in control of the information, 
to keep it secret. 
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How can your company manage its trade secrets? 
In order to adequately protect your company’s trade secrets it is important 
to keep track of them. This can for example be done by maintaining an 
internal register, as is common for other intellectual property rights such as 
patents and trademarks. Not only will this provide insight into what the 
most valuable information of your company is, it will also help in monitoring 
misappropriation and instructing employees on which information they can 
and cannot use, access and/or distribute. 
 
In addition to limiting the risk of losing your own trade secrets, it is equally 
important to limit the risk of acquiring (let alone using) someone else’s 
trade secrets, for example by hiring new employees. This is another reason 
to carefully instruct employees about the risks and benefits of trade secrets. 
 
Implementation of measures like confidentiality agreements and 
maintaining an internal register can also significantly improve your 
company’s position if it ever comes to litigation. Brinkhof can provide you 
with guidance on which measures to adopt in order to achieve a trade 
secrets policy that is tailored to the nature and needs of your company. 
 

What to do in case of misappropriation? 
If your trade secret is stolen or unlawfully used or disclosed by someone 
unauthorised, or if your company happens to inadvertently possess and/or 
use someone else’s trade secret, it is important to act quickly.  
 
In the Netherlands trade secrets are increasingly litigated. For example, 
Dutch law allows trade secret holders to obtain evidence of 
misappropriation by way of a seizure or detailed description, which can 
subsequently be used in litigation worldwide. Dutch courts are also able and 
willing to grant (cross-border) injunctions in both fast track and merits 
proceedings. Moreover, there are safeguards to keep trade secrets 
confidential during litigation and under certain circumstances it is possible 
to obtain full compensation of legal costs by the losing party.  
 
Our specialists  
Brinkhof can assist your company in setting up a trade secret management 
system, as well as in litigation and evidence gathering regarding trade secret 
misappropriation. Do not hesitate to contact one of our specialists if you 
would like to explore what Brinkhof can do for your company.  
 

    
 

Alexander de Leeuw        Richard Ebbink       Rik Lambers  
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Did you know that… 
 

 Many companies have trade secrets and many of 
them value their trade secrets equally as im-
portant as intellectual property rights.  
 

 Most cases of trade secret misappropriation re-
late to ex-employees who use confidential infor-
mation in the course of their next job. 
 

 Employees are allowed to keep using experience 
and skills gained in the normal course of their 
employment when they switch between employ-
ers. 
 

 It is important to act quickly if your trade secret 
information is stolen. Once your trade secret be-
comes public it is very difficult to limit the poten-
tial damage to your business. 
 

 A trade secret is not an exclusive right. Therefore, 
other companies are generally allowed to reverse 
engineer your products in order to learn about 
secret information, and subsequently use this in-
formation for their own business, or even make it 
public. 

 Since a trade secret is not an exclusive right, oth-
er companies are also allowed to independently 
develop (and subsequently use and publish) the 
information your company deems a trade secret.  
 

 Information has commercial value in the meaning 
of trade secret law if it relates to the scientific, 
technical, commercial, financial, strategical or 
competitive interests of your company. This can 
also be potential value (to be commercialized in 
the future). 
 

 Information can also be considered to have 
commercial value if the unlawful use or publica-
tion thereof could be harmful to the interests of 
your company (negative value). 
 

 Other than most European countries, Dutch law 
allows full compensation of litigation costs by the 
losing party in trade secret cases. 
 

 There is no limitation on the term of protection 
for a trade secret. It remains protected as long as 
it remains secret. 

 

 


